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I Route Map

INTRODUCTION

NEED FOR DATA PRIVACY & PROTECTION

PRESENT DAY LAWS

DRAFT PERSONAL DATA PROTECTION BILL

CERTAIN BEST PRACTICES / SUGGESTIONS
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O | Present Legal Framework in India
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o | Data Privacy/ Protection from an
Organization’s Point of View
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() IT ACT | Few Relevant Sections

= Section 43 A:

» Relates to any body corporate possessing, dealing or handling any sensitive personal
data or information in a computer resource

» Where such body corporate is negligent in implementing and maintaining reasonable
security practices and procedures

» Causes wrongful loss or wrongful gain to any person

» Liable to pay damages by way of compensation to the affected person
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Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data
or Information) Rules 20T1

‘ Password
‘ Biometric information

Sexual orientation

Physical, physiological and mental health condition

‘ Medical records and history

‘ Financial information such as bank account or credit card or debit

card or other payment instrument details

Personal Information: Information that relates to a natural person, which, either directly or indirectly, in
combination with other information available or likely to be available with a body corporate, is capable of
identifying such person
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() | Case Law | Amit Patwardhan v BOB

Rud India Heko Chains
Chains
(Employer)
,»”/’i Amount
e ! deposited
Amit e Bank of Baroda
Patwardhan - (Salary
(Employee) Account)

- Bank Account Statements held to be SPDI

- Amit Patwardhan not awarded any amount in the first case
with his employer

- In the present case, Bank of Baroda asked to pay a token
compensation of INR 5,000
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| Privacy Rules | Watch-Out Areas

REASONABLE SECURITY
PRACTICES AND
PROCEDURES

£\ P
COLLECTION e T DISCLOSURE

PRIVACY POLICY CONSENT

- ol ; : - ﬂ_ S ’ ' (?_i

TRANSFER =5 ~ | GRIEVANCE OFFICER
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N\ |
\J IT ACT | Few Relevant Sections

e Section 72 A:

» Relates to any person providing services under lawful contract wherein personal
information is accessed

» There is intent or knowledge of wrongful loss or wrongful gain being caused through
disclosure of such personal information

» Disclosure is made without the consent of the person concerned or in breach of a lawful
contract

» Liable to be punished with
imprisonment up to 3 years, or PERSONAL DATA
with fine up to INR 0.5 Million,
or with both
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O‘ Personal Data Protection Bill 2018 (Draft Bill) |
Overview

K € ) erin O
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O ‘ Quick Attention | Principles of Data Protection

Accountability

Data Storage
limitation

Fair and
reasonable
processing

Purpose
limitation

Collection
limitation

Lawful
processing

Copyright © Khaitan & Co 2019 | 11



O ‘ Draft Bill | Penalties

INR 150,000,000 or 4%
of its total worldwide
turnover

INR 50,000,000 or 2%
of its total worldwide
turnover

Imprisonment

_4
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‘ Draft Bill | Key Definitions

Data Fiduciary

* Any person, including the State, a company, any juristic entity or any individual
who determines the purpose and means of processing of Personal Data

Data Processor

* Any person, including the State, a company, any juristic entity or any individual
who processes Personal Data on behalf of a Data Fiduciary but does not include an
employee of the Data Fiduciary

Data Principal

* A natural person to whom the Personal Data relates

Personal Data

* Data about or relating to a natural person in relation to any characteristic, trait,
attribute or any other feature of the identity of such natural person, or any
combination of such features, or any combination of such features with any other
information

Sensitive Personal Data

* Passwords, financial data, health data, official identifier, sex life, sexual orientation,
biometric data, genetic data, transgender status, intersex status, caste or tribe,
religious political belief or affiliation, or any other category as may be specified by
the Data Protection Authority of India
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Draft Bill | Applicability

The term
business
has not
been
defined in
the Bill

Outside India

Foreign Company

India

\ |

Business
carried out in
India

v

Profiling of Data
Principals in India
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‘ Draft Bill | Grounds for Processing of Personal Data

Reasonable
Purposes

Consent

Grounds for

Processing of
Personal Data

Compliance
with Law/
Court

Function of
the State

Prompt
Action
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#”N\ | SENSITIVE PERSONAL DATA OR INFORMATION: NOW and
Ve | LATER

BILL
Passwords

m
1

ﬁ SPDI RULES
o - Passwords

Financial data

- Financial information such as - Health data
bank account or credit card - Official identifier
or debit card or other - Sex life

payment instrument details - Sexual orientation

_ _ _ - Biometric data
- Physical, physiological and

mental health condition

- Genetic data
- Transgender status

- Sexual orientation - Intersex status

- Caste or tribe

- vzelez] reeorek e [ty - Religious or political belief or

affiliation

- Biometric information
- Any other category of data

specified by the Authority under
Section 22
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Draft Bill | Data Principal Rights

| ﬂ Right to be forgotten

RIGHTS OF ﬂ Right to confirmation and access

DATA PRINCIPALS ﬁ Right to data portability

\ ﬂ Right to correction
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P, | Restriction on Cross-border Data Transfer

Personal Data

INDIA | OVERSEAS

Exempted Personal Data

EXEMPTED BY
CENTRAL GOVT
(NECESSITY OR

STRATEGIC
INTERESTS)

COPY AT
SERVER/ DATA
CENTRE IN
INDIA

v

Processed

Sensitive Personal Data

COPY AT
SERVER/ DATA
CENTRE IN
INDIA

v

outside
India

Critical Personal Data

v
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Draft Bill | Key Compliances - Check The Boxes!

Privacy by
Design

Impact

Transparenc
Assessments* P Y

Record
Keeping & Security
Data Safeguards
Audits*

Data

Br h
Protection =ac

! Notification
* Applicable Officer*
to Significant Grievance
Data Redressal
Fiduciaries
('SDF")
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N

\J First Step | Compile a Data Inventory

What personal data do you
collect?

)

— How do you store it?

— Why do you process it?

— How secure is it?
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Consent

MUST BE

Obtained by a statement
-Clear affirmative action

L4Ls

Freely provided
-Specific, informed
- Unambiguous

G
S

Capable of being
withdrawn

MUST NOT BE

-Obtained through pre-
ticked boxes
-Inferred

- Confusing
- Ambiguous
- Unclear Language

- Bundled with other
terms and conditions
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Quick Attention | Select Best Practices

Identify Risk Areas

Quick and
Systematic Upgrade Policies
Approach to Data and Practices
Breach Reports

Update Safeguards
and Constant
Monitoring

Regular Trainings /
Hotlines

Follow the 5 P’s of Privacy

@ Provider’s agreement

@ Privacy policy

@ Procedures for

information security

@ Pro-active monitoring

@ Purge the unnecessary

Copyright © Khaitan & Co 2019 |
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THANK
YOU

www.khaitanco.com

Khaitan & Co asserts its copyright as the author of this presentation.

The contents of this presentation are for informational purposes only.
Khaitan & Co disclaims all liability to any person for any loss or
damage caused by reliance on any part of this presentation.
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