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Chronology Q & CO 1ok

{ 24 August 2017

31 July 2017 | ‘ 27 July 2018
- 27 November 2017 Srikrishna Committee submitted
Supreme Court, in the case of K.S. Justice B N Srikrishna Committee _— !
Pulaswaciy Vi Unish otindia - constitited (Srikeshng Srikrishna Committee released Draft Personal Data Protection Bill
S < White Paper on Data Protection ! 2018 (2018 Bill) to Ministry of
recognised privacy as Committee) to suggest a draft }
I m s A AR S S Framework for India \ Electronics and Information
] P w Technology (MeltY)
17 December 2019 11 December 2019 10 September 2018 14 August 2018

2019 Bill was referred to a Joint

- Personal Data Protection Blll 2012 - Last date of submissions for - MeiltY Invited comments from
f
Parliamentary Committee (JPC) ‘ S

(2019 BIll) was tabled in Lok edback on 2018 Bill extended to stakeholders on 2018 Bill by 10

Sabha 10 October 2018 September 2018
!
18 November 2022
4 February 2020 16 December 2021 3 August 2022 | L -
- JPC tabled its report along with 2019 Bill (with recommendations - Prortaect‘l)on Bg”' ;oz;rizll:azseg for
' JPC Invited comments on 2019 Bill suggested revisions to the 2019 suggested by JPC) withdrawn ‘

public consultation till 17

; December 2022

Bill in the Parliament from Parliament
| l
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Present Data Protection Legal Framework in India O QEA'TAN

Simplistic
Reasonable
No exclusive cross border cocurit
legislation / transfer y

mechanism practices and

o procedures

Limited grounds Limited rights of Sleak
for processing }——0——( provider of SPDI )———0— ed
of SPDI enforcement
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DPDP Bill | Applicability O KHAITAN

Digital Personal Data Protection Bill 2022 | Applicability

Applicable Not Applicable

WITHIN THE TERRITORY OF INDIA » non-automated processing of personal data
= where personal data is collected online » offline personal data
» where personal data is collected offline and = personal data processed by an individual for
digitized any personal or domestic purpose

= personal data about an individual that is
OUTSIDE THE TERRITORY OF INDIA . . .
contained in a record that has been in

Processing is in connection with: existence for at least 100 years

= any profiing of Data Principals within the
territory of India

= any activity of offering goods or services to
Data Principals within the territory of India

ﬁ—
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DPDP Bill | Grounds for processing

F N KHAITAN
(,/ & CO g

Grounds for processing

Freely given, specific, informed and unambiguous
indication

“Clear affirmative action”

Clear and plain language - option to access consent
request in English or any language specified in the Eighth
Schedule to the Constitution of India

Right to withdraw consent and ease of withdrawal
Consent Manager

Performance of contract cannot be made conditional on
consent for processing of personal data not necessary for
that purpose

Proof of notice and consent

\\

Privileged & Confidential

Deemed consent

Reasonable expectation of consent

By ‘State’ - Performance of function under law, provision
of any service or benefit to the Data Principal, issuance of
any certificate, license, or permit for any action or activity
of the Data Principal

Compliance with any judgment or order issued under any
law

Responding to certain medical emergencies

Providing medical treatment of health services in specific
circumstances

Certain purposes related to employment
Public interest

For “fair and reasonable purpose” in certain cases

J

J
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DPDP Bill | Notice Qe

Notice to be

aeelGnEal provided in English

An itemized notice also apply in case

_ _ or any language

in clear and plain consent has been PR
language obtained before specified in the

g. , 9 Eighth Schedule to
comprising of: commencement L
the Constitution
of the Act

of India

Description of

personal data

sought to be
collected

Purpose of
processing of such
personal data
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DPDP Bill | Key compliances for data fiduciaries Q & CO 1o

Data fiduciary means "any person who alone or in conjunction with other persons determines the

purpose and means of processing of personal data”.

Reasonable efforts to
ensure accuracy and

Notice Consent and deemed Responsibility for e
| | . I ith .
01 . requirements 02 . conselnt related 03 co.m.p lance wit 04 personal data under
requirements provisions of the Act

prescribed
circumstances

Implementation of
appropriate
technical and
organizational
measures

Reasonable Personal data Data retention
dos do7z doe

security safeguards breach notification requirements

dos

Engaging Data
Procedure and Proces§or only under
i valid contract
effective '|'| ac
i and on obtaining
mechanism
consent of Data
Principal
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Publication of
business-contact
09. information of a 10 ’
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Officer
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DPDP Bill | Additional compliances for significant data O QEA'TAN
fiduciaries

Additional Obligations

yd
( N )

Certain Data Fiduciaries may be
classified as ‘Significant Data
Fiduciary’ based on factors
such as the volume and
sensitivity of personal data, risk
of harm, potential impact on
national security, sovereignty
and integrity, etc.

who shall be responsible to the Board of Directors

E Appoint a Data Protection Officer based in India
or similar governing body of SDF

Appoint an Independent Data Auditor to evaluate
compliance of SDF with provisions of the Act

Impact Assessment and periodic audit in relation
to the objectives of the Act

)
\. 'l> J % Undertake measures including Data Protection
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DPDP Bill | Additional obligations for children’s data Q & CO 1o

[ 3K 4
m Obtain verifiable parental consent ﬁ No processing that is likely to cause

n ‘harm’ to child

No tracking or behavioural :
L , Exempted purposes for processing
o Mmonitoring of children or targeted . )
children’s data

advertising directed at children
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DPDP Bill | Data transfer Q & CO ‘o

India Outside India

Not approved by
the Government
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DPDP Bill | Rights and duties of data principals Q & CO o

-
= Right to information about personal = No registration of false or frivolous
data grievance or complaint
= Right to correction and erasure of = No furnishing of any false particulars
personal data or suppressing any material
= Right of grievance redressal information or impersonating

another person
= Right to nominate in case of death/ X

incapacity = Furnishing only such information as

is verifiably authentic while
exercising the right to correction or
erasure

> PAN )
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DPDP Bill | Exemptions @ Prries

Necessary for enforcing
any legal right or claim

Necessary for the
performance of any
judicial or quasi-
judicial function

As notified by Central
Government - subject
to certain conditions

In the interest of
prevention, detection,
investigation or

Processing of personal data
of Data Principals outside
India pursuant to any

contract entered into with prosecution of any
any person outside India by offence or contravention
any person based in India. of any law
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DPDP Bill | Oversight mechanism N @) ggé'lﬁji

Data protection Review and appeal
board “ mechanism
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Voluntary
undertaking

Alternate dispute
resolution
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DPDP Bill | Penalties () KHAITAN

\/ & CO §|DNVCOEC1A 9T1E15

Total maximum financial penalties up to
INR 500 crores (approx. USD 60 million)

_ _ for each instance
Penalties / Fines — -

Specific maximum financial penalties for
certain types of contraventions upto INR
250 crores (approx. USD 30 million)

y . 00

Category

/

o)

\Y¢

Criminal Offence =

Compensation N No
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Preparing for the new regime - Key steps
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Key takeaways from the DPDP Bill

Scope & Applicability

Grounds for processing: consent and
deemed consent

Notice requirements

Emphasis on protection of children’s
data

Privileged & Confidential

N KHAITAN
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Compliances for Data Fiduciaries/
Significant Data Fiduciaries

Rights and duties of Data Principal

Exemptions under specific grounds

New enforcement/ oversight
mechanism and penalty structure
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ﬁ

Preparing early for the new law is the key

Implementing robust data processing and breach 02
management/handling policies

Safeguarding user privacy
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Contact

Harsh Walia

Partner
TMT & Data Privacy
harsh.walia@khaitanco.com
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Abhinav Chandan
Partner
TMT & Data Privacy
abhinav.chandan@khaitanco.com
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Shobhit Chandra
Counsel
TMT & Data Privacy
shobhit.chandra@khaitanco.com
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Disclaimer Q & CO ‘o

No representation, warranty or assurance is given, and none shall be implied, that the information
provided in this presentation is accurate, complete, sufficient or not misleading or that any opinion
given is reasonably based.

Any information provided or any opinion given in this presentation does not constitute reliable
legal advice. Recipients must not rely or act upon such information or opinion and must take their
own steps to verify such information and obtain specific legal advice relevant to their own
circumstances.

Opinions expressed in this presentation by individual partners or employees of Khaitan & Co
("Firm") or unrelated parties are individual opinions and do not reflect the views of the Firm, and
must not be attributed to the Firm, unless expressly confirmed in writing by the Firm.

The Firm accepts no responsibility or liability (whether by statute, in equity, in tort or otherwise) for
any loss or damage (economic or otherwise) suffered by any person who relies or acts upon any
information provided or opinion given in this presentation.

The law of India governs this presentation and all rights and remedies arising and recipients shall
submit to the exclusive jurisdiction of the courts of India in respect of any claims arising out of or

related to this presentation.
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